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Abstract— System failure mainly arises from various reasons. 
It would most likely become an immediate cause of accident. It is 
difficult to predict system failure in real-time, since it is hard to 
detect which subsystem caused the whole system failure. To track 
the system failure in real-time, we have to recognize immediately 
the failure of each subsystem. In this paper, we propose new a 
risk prediction model and risk prediction system architecture to 
trace the failure of system in real-time by using fault tree analysis 
(FTA) on complex event processing (CEP) engine. We shall show 
our new risk prediction model efficiently enables CEP system to 
predict the risk before any undesired event occurs, and to 
prevent disaster, accident and disease in advance. 

Keywords— Risk Prediction model, Complex Event 
Processing(CEP), Real-time Processing, Fault Tree Analysis(FTA). 

I.  INTRODUCTION 
Today, the more technology develops, the more a system 

become complicated. Hence, analyzing the cause of accident 
from system fault is difficult. System fault is derived from one 
or more subsystem fault. To predict a risk of system, we need 
to understand the failure logic that gives rise to the subsystem 
fault. Fault tree analysis (FTA) [1] is a top down, deductive 
failure analysis in which an undesired state of a system is 
analyzed using Boolean logic. This method is to understand 
how systems can fail. It cannot be implemented in real time. 
We propose the new risk prediction model using FTA can 
detect status of each subsystem with complex event processing 
(CEP) [2] in real time. In this paper, we present a risk 
prediction model offering a way easy to detect system fault 
based on FTA in four parts. Risk prediction model efficiently 
enables CEP system to predict the risk before undesired event 
occurs. Using this, we can prevent disaster, accident and 
disease in advance. 

The outline of our paper is as follows: In section 2, we 
describe related works for introducing FTA to design a risk 
prediction model and CEP to process complex event to predict 
a risk in real time. In section 3, we present the risk prediction 
model enables system to predict a risk before accident occurs. 
In section 4, we explain the methodology for designing a risk 
prediction model based on FTA and converting risk prediction 
model into query in CEP language. In section 5, we explain the 

architecture of rick prediction system monitoring all subsystem 
status in real time. 

II.  RELATED WORKS 

A.  Fault Ttree Analysis(FTA) 
FTA [3] is a method for identifying ways which hazards 

can lead to accident. Since no system is perfect, dealing with a 
subsystem fault is necessary, and any working system 
eventually will have a fault in some place. Fault Tree is a 
graphical representation of the interrelationships between 
equipment failures. A logic diagram shows how initiating 
events, at the bottom of the tree, through a sequence of 
intermediate events, can lead to a top event. An undesired 
effect is taken as the root ('top event') of logic tree. The logic to 
get to the right top events can be diverse. One type of analysis 
that can help with this is called the functional hazard analysis. 
There should be only one top event. Each situation that could 
cause that effect is added to the tree as a series of logic 
expressions. When fault trees are labeled with actual numbers 
about failure probabilities, FTA can calculate failure 
probabilities from fault trees. When a specific event is found to 
have more than one effect event, i.e. it has impact on several 
subsystems, it is called a common cause or common mode. 
Graphically speaking, it means this event will appear at several 
locations in the tree. Common causes introduce dependency 
relations between events. The probability computations of a 
tree which contains some common causes are much more 
complicated than regular trees where all events are considered 
as independent. 

B. Complex Event Processing(CEP) 
Complex Event Processing (CEP) [4] is a method of 

tracking and analyzing streams of information (data) about 
things that happen (event) in real time, and deriving a 
conclusion from them. CEP is event processing that combines 
data from multiple sources [5] to infer events or patterns that 
suggest more complicated circumstances. The goal of complex 
event processing is to identify meaningful events [6] (such as 
opportunities or threats) and respond to them as quickly as 
possible. And CEP engine is a processing system to process the 
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event stream data in real time. As CEP engines, event 
correlation engines analyze a mass of events [7]. It uses event 
processing statement derive and aggregate information from 
one or more streams of events, to join or merge event streams, 
and to feed results from one event stream to subsequent 
statements. And CEP uses named windows which is a global 
data window that can take part in many statement queries, and 
that can be selected-from, inserted- into and deleted-from by 
multiple statements. Named windows are similar to a table in a 
relational database system. 

III. RISK PREDICTION MODEL 
To predict the risk before undesired event occurs, we must 

define the risk logically. In this section, we propose a risk 
prediction model based on FTA. 

A. Risk Prediction Model 
Generally, before the undesired event occurs, sub-events 

occur in advance [8]. From this understanding, if we define the 
complex event as a risk, we can detect the undesired event. 
Since it can be loaded on CEP enable data to process in real 
time, it can predict any risk or detect fault occurrence real time. 
We suggest a new risk prediction model in real-time on CEP 
engine as shown in Fig 1. 

 

Fig. 1. Risk Prediction Model on CEP 

B. Step for predicting risk 
Top event is the ultimate target which should be prevented. 

Event contains an occurrence involving equipment faults or 
human errors, or external to the system. The following three 
steps are used to predict a risk. 

1) Context Awareness Step 
In the context awareness step, only single events occurs, 

and detected by the system. It may be an abnormal occurrence 
in one part of whole system. We do not know if it is a fatal 
cause of undesired top event or a temporary one for improving 
the system performance. However, in this step, we recognize 
all the abnormal events. 

2) Risk Prediction Step 
In the risk prediction step, several complex events occurs, 

and risk is predicted by the system. It take place before top 
event occurs. A complex event consists of several single events 
or other complex events from sub level. User predefines the 
undesired occurrence as a complex event which may cause a 
meaningful error. In risk prediction step, each complex event 
has a valid time attribute for filtering meaningless events. In 
this step, system gives an alarm. 

3) Occurrence of Risk Step 
In the risk occurrence step, top event occurs, and it must be 

prevented by the system. In this step, there is only one complex 
event called top event. It consists of one or more complex 
events from the lower step.  

IV. METHODOLOGY 
In this section, we describe the methodology for predicting 

or detecting faults based on risk prediction model. It consists of 
four steps which shall be explained bellows. 

1) Express a system failure logic as risk prediction model 
based on FTA 

Firstly, to understand system failure logic, define the 
undesired events which may occur. The primary events are 
typically used as follows. 

• Single event - failure or error in a system component or 
element. It must be atomic. 

• Complex event - consists of more than two single 
events. 

Gate symbols describe the relationship between input and 
output events. The symbols are derived from Boolean logic 
symbols. The gates work as follows: 

• OR gate - the output occurs if any input occurs 

• AND gate - the output occurs only if all inputs occur  

This deductive method which is used in a quantitative way, 
although it requires as an initial step a qualitative study of the 
system under consideration, just as any method of system 
analysis. The model is based on the combinations of failure of 
more basic system components, safety systems, and human 
reliability. 

 Fig. 2. shows a risk prediction model using Boolean logic . 
The top event derived from other complex events is the 
ultimate goal which we look for.  

2)  Convert risk predicton model into XML 
To process the data on CEP engine, risk prediction model 

should be converted into CEP language. Since risk prediction 
model is expressed as a diagram, it cannot be used directly on 
CEP engine. For the using of a risk prediction model, we adopt 
EPL which is described in next section. EPL cannot express the 
hierarchical data. For this reason, risk prediction model should 
be converted into XML preferentially, which can express data 
as a tree type. 
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<?xml version="1.0 encoding="UTF-8"> 

<Top_event boolean="AND" time=”30sec”> 

<Complex_event_A boolean="OR" time=“15 sec”> 

<Single_event_A event stream=”Sensor_A”
Heart Rate=”82>=”> 

</Single_event_A> 

<Single_event_B event stream=” Sensor _A” 

Blood Vessel Tension =”2.0<=”> 

</Single_event_B > 

</Complex_event_A> 

<Complex_event_B boolean="OR" time=”20 sec”> 

<Single_event_C event stream=”Sensor_B” 

 Stress Power=”-120.0<=”> 

</Single_event_C> 

<Single_event_D event stream=” Sensor _B” 

Differential Pulse Wave Index=”-300.0<=”> 

</Single_event_D> 

</Complex_event_B> 

</Top_event> 

 

 

Fig. 2. A Risk Prediction Model Consists of Single and Complex Events 

 It provides the ability to navigate around the tree, selecting 
nodes by a variety of criteria [9]. XML contains both event and 
its attribute. XML data type is freely convertible to CEP 
language. The following is the rule of converting into XML. 

• Top event is a kind of complex event assigned to 
uppermost hierarchy of XML. Each complex event or 
single event is assigned to under the top event in a 
hierarchical XML 

• Complex event contains an attribute of relationship 
between each node as a Boolean logic, and valid time 
for finding meaningful event. 

• Single event contains an attribute of event about stream 
source information. 

We suggest the rules which enable risk prediction model to 
convert into XML. TABLE 1 indicates the rules within the tree 
representation for converting risk prediction model into XML. 

TABLE I.  CONVERTING RULES 

Syntax Risk Prediction 
Model Expression Notes 

Child Single Event Leaf node 

Parent Complex event Top Event, Intermediate Event 

Attribute AND, OR, TIME, 
CONDITIONAL 

Information for relationship 
between other nodes 

 

Hierarchical data of node and relationship between each 
node in Fig 3. is expressed in XML as shown in Fig 2. 

Complex event type has a Boolean logic attribute which 
expresses relationship between child nodes. On the other hand, 
single event type has an attribute about event stream source 
information and attribute of system status. 

 

Fig. 3. A Example of XML from FT 

3)  Extract the query in CEP language from XML 

We suggest a method of extracting CEP language from 
XML. CEP language is similar to SQL(structured query 
language) [10]. We adopt EPL(Event processing Language) 
[11] as CEP language. EPL is a declarative language that 
combines information from one or more streams of event. EPL 
is similar to SQL in its use of the select clause and the where 
clause. However EPL statements instead of tables use event 
streams and a concept called views. Similar to tables in an SQL 
statement, views define the data available for querying and 
filtering. Views can represent windows over a stream of events. 
Views can also sort events, derive statistics from event 
properties, group events or handle unique event property values. 
The overall structure of EPL is: 

 

 SELECT  <event pattern> 

 WHERE  <qualification> 

 FROM  <Sensor_ID>.win:time() 
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 First of all, EPL of single event queries are generated from 
XML made in the previous step. The following example 
expresses single_event_A in Fig 3. by using EPL. 

 

 SELECT  Heart Rate.Sensor_A 

 WHERE  Heart Rate>=20 

 FROM  Sensor_A 

 

Complex event queries are generated from several single 
events in child nodes. Its declaration is generated based on 
single event declaration by using Boolean logic. The following 
example which expresses the complex_event_A  in Fig 3. by 
using EPL. 

 

 SELECT  Heart Rate.Sensor_A, 

   Blood Vessel Tension.Sensor_A 

 WHERE  Heart Rate>=20 OR  

   Blood Vessel Tension <=2.0 

 FROM  Sensor_A.win:time(15 sec) 

 

Therefore, we can define the event query of each node by 
expressing in EPL. 

4)   Execute the event queries on CEP engine 
 

The complex event queries are loaded into CEP engine by 
query loader, and then executed on CEP engine. 

V. RISK PREDICTION SYSTEM ARCHITECTURE 
Our system architecture is designed to detect the faults not 

only in the subsystems but also in the whole system in real-
time and to predict the overall system failures which could 
cause an accident. Figure 4. shows the risk prediction model in 
CEP engine. Our system consists of three components: Risk 
prediction model(RPM) Creator, Query Converter, and CEP 
Engine. The function of each component is as follows: 

• RPM creator consists of Risk prediction model Creator 
and XML Creator XML is created based on RPM.  
Firstly user define the RPM. RPM has both node 
information and attribute. And RPM is converted into 
XML in this component. 

•  Query Converter consists of XML Analyzer and query 
Creator. XML Analyzer parses XML from Risk 
Prediction Creator. Query Creator creates event query 
by using EPL based on XML. 

• CEP consists of Query Loader, Query Executor and 
Alarm Generator. It receives the event query from 
Query Converter. Event queries are loaded onto CEP 
engine initially. Query is executed by query Executor. 
When complex event occur, the Alarm Generator gives 
an alarm. CEP receives stream data continuously. 

 

 .   

Fig. 4. Risk Prediction System on CEP engine 

VI. CONCLUSIONS 
In this paper, we presented a new risk prediction model to 

trace the failure of system in real-time with fault tree analysis 
(FTA) on complex event processing (CEP) engine. Also, we 
proposed the risk prediction system architecture for supporting 
risk prediction. Using this system, we can express the overall 
system logic easily, and track the system fault in real- time by 
using complex event processing engine. Since most of the 
accidents are caused by several subsystem faults, our system 
can efficiently prevent disaster, accident and disease in advance 
by detecting subsystem faults in real-time. 
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